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CLIENT
Client hello
L. >
Server hello
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- €
Server x-mits certificate with public key
/ h
4. Client authenticates
certificate with
trusted authority
Server requests client certificate
5. ¢
Client either sends its certificate
6, == - >
or sends a cert not available
Server hello done
7. <4
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Client key exchange message
8. Client generates 48 bit ~ 8a. >
premaster secret and
encrypts it with server’s
public key
Client certificate verify message (optional)
I
L
Change cipher spec message i
>
Change cipher spec message
11. <
Finished message (hash) —
12. >
Finished message (hash)
12a. ¢

SERVER

Establish connection and
exchange operations
perameters

8b. Both client and server use
premaster secret to generate
symmetrical session key

— Agreement on symmetrical
and session key

Hashes of conversation up to

this point calculated by server/client
if equal

= “SYMMETRICAL CRYPTOGRAPHY MODE” ¢



